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Osservatorio Nessuno OdV - Intro

Osservatorio Nessuno OdV (osservatorionessuno.org) is an Italian non-profit, run
entirely by volunteers, dedicated to defending privacy, anonymity, freedom of
expression, and digital rights.

Founded in 2021, the group operates Tor infrastructure, provides technical assistance
to activists and journalists, develops open-source security tools, and conducts analysis
and reverse engineering of surveillance technologies. It also engages in public advocacy
and free educational outreach.

Born in hacklabs and self-organized spaces, we remain rooted in our grassroots
foundations.
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Osservatorio Nessuno OdV - HQ
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When you think spyware...
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Europe is a spyware production and deployment hub

• Spain & Italy among the most prolific
producers in the world

• Israel still partially leading the highly
sophisticated market and evidence of
testing on Palestiniansa

• EU Countries with government-backed
surveillance scandals include: Greece,
Spain, Italy, Serbia, Hungary, Estonia,
Poland, Slovakia, Latvia, ...

• Attribution is generally really hard, and
burden of proof always on victims

ahttps://www.amnesty.org/en/latest/research/2021/11/devices-
of-palestinian-human-rights-defenders-hacked-with-nso-groups-
pegasus-spyware-2/
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You don’t always need a million-dollar exploit chain

$$$ $$ $

Installation ◦ 0-click
◦ 1-click + social

◦ social + privesc
◦ social + minor bugs

◦ social
◦ social + infra
◦ social + unlocking

Agent memory memory/app app

Companies ◦ Paragon
◦ NSO
◦ Dataflow
◦ Cytrox

◦ RCS
◦ Memento

◦ SIO
◦ IPS Intelligence
◦ PC Tattletale
◦ InnovaSpy

Targets ◦ activists
◦ journalists
◦ dissidents
◦ politicians

◦ activists
◦ journalists
◦ dissidents

◦ activists
◦ employees
◦ partners

Complexity high medium low
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On the lower end
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Forensics vs live detection

• On desktop, the community have long focused on live detection

• On mobile, it is not possible to hook system APIs, or run privileged processes
(and maybe we shouldn’t)

• Most efforts are either focused on forensic methodology (MVT) or
network-based detection (PTS Project)

• Mostly applicable only if spyware is known, or there’s deep suspicion of
infection (with manual analysis)

• Research: static/dynamic analysis, anomaly detection, difficult to do on
device or without data collection
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Lower-hanging fruits: easier detection and more threat intel

$$$ $$ $

Installation ◦ 0-click
◦ 1-click + social

◦ social + privesc
◦ social + minor bugs

◦ social
◦ social + infra
◦ social + unlocking

Agent memory memory/app app

Companies ◦ Paragon
◦ NSO
◦ Dataflow
◦ Cytrox

◦ RCS
◦ Memento

◦ SIO
◦ IPS Intelligence
◦ PC Tattletale
◦ InnovaSpy

Targets ◦ activists
◦ journalists
◦ dissidents
◦ politicians

◦ activists
◦ journalists
◦ dissidents

◦ activists
◦ employees
◦ partners

Complexity high medium low

lower-hanging fruits
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Consensual Forensics Methodology



Civil Society Helplines

A victim reach out through an helpline or via trusted grass-roots
collectives.
To perform an acquisition of the (suspected) infected device:

• A technician travels on-site to the victim

• The victim performs an acquisition with remote support
from a technician

• The victim sends their device to the technician for analysis
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MVT

• MVT is the de facto standard tool for Consensual Mobile
Forensics

• It was developed by Amnesty Tech Lab in 2021 in the
context of the ”Pegasus Project” investigation

• It is developed in Python as a command-line tool

• Interpreting the results requires technical expertise

• Uses ADB via USB to connect to the device and extract
relevant artifacts
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AndroidQF

AndroidQF

• Developed to make the acquisition process easier for victims

• More user-friendly than MVT

• Written in Golang, compiled to a single binary

• Exports an encrypted MVT-compatible acquisition

• The victim can share the export with a technician that uses
MVT to analyse it
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Bugbane



Bugbane

Our goals:

• Create a user-friendly on-device tool

• Improve civil society threat intelligence by making widespread
analysis possible

• Scan acquisitions retroactively with updated Indicators of
Compromise (IoC)

• Remain cross-compatible with other open-source tools such has
MVT/AndroidQF

But mainly: perform acquisitions and analyses locally on the
target device
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Bugbane - Wireless ADB

• Wireless ADB debugging!

• Available since Android 11+

• Grants the same privileges MVT
requires, thus allowing 1:1 acquisitions

• Ironically, the same mechanism that
low-end spyware use to escalate
privileges
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Bugbane - Architecture

APKs

SMSs

Logcat

Temp Files

Settings

Bugreport

IOCs

Yes No

Warnings?

Scan at next
IOCs update

Share with
support organization

Encrypt Encrypt

17/21



Bugbane - UI
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Bugbane - Limitations

Research problems

• Can only catch known threats

• Threat actors can scrape public IOCs and update their obfuscation

• Saving artifacts on device can add evidences in case of seizures

Improvements under development

• Secure the app by encrypting local data

• Reproducible update infrastructure

• False positives detection/prevention

• UX
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References

Bugbane

• Osservatorio Nessuno OdV - https://osservatorionessuno.org

• Rowen S - https://rwn.sh

Related projects

• MVT - https://mvt.re

• PTS - https://pts-project.org

Support

• CiviCERT - https://civicert.org

We have intentionally left out closed-source tools. Their lack of transparency, unclear
data-collection practices, and weak integration with community processes make them
unsuitable for community support.
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Q&A

osservatorionessuno.org
bsky.app/profile/osservatorionessuno.org

mastodon.cisti.org/@0n odv
github.com/osservatorionessuno
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